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Are You Violating HIPAA Online?
What Every Dentist Must Know

Disclaimer

Titan Web Agency makes its best effort to
include accurate information in this article.
Due to the sensitive nature and legal
ramifications of this post, please consult an
attorney to ensure your compliance. This
article does not constitute legal advice.

Introduction

Imagine a single social media post costing
your dental practice thousands in fines and
irreparable damage to your reputation. As
of February 2025, 5.56 billion individuals
worldwide were internet users, and 5.24
billion of them, or 63.9% of the global
population, were social media users.

With so many people interacting on
platforms like Facebook, Instagram, and
TikTok, the potential for accidental HIPAA
violations has never been higher. A simple
Instagram post, Facebook comment,

or TikTok video could inadvertently
expose protected health information (PHI)
and lead to steep HIPAA violations. Just
because HIPAA was enacted in 1996, well
before the rise of social media, doesn’'t mean
social media is exempt from the act.

What is Considered a HIPAA Violation on
Social Media?

It's easy to overlook the risks of sharing
information online, but dental practices must
be aware of what constitutes a HIPAA violation
on social media to avoid costly penalties and
protect patient privacy. Below are some of the
most common violations that can occur:

1. Posting Patient Information Without
Authorization
One of the most significant violations is
posting identifiable patient information on
social media without written consent. This
includes sharing anything that can be tied
back to an individual, such as images,
health conditions, treatment details, and

more. Even if a patient’s name is not
included, a violation can still occur if enough
identifying information is shared.

2. Responding to Reviews in a Way That
Confirms Patient Relationships
While it's tempting to respond to online
reviews, doing so in a way that indirectly
confirms or discusses a patient’s
treatment can be a serious violation of
HIPAA. A simple “We're glad you had a
great experience, Sarah!” could expose
information about the patient’s treatment or
confirm their relationship with your practice,
which is prohibited without explicit consent.

Do you need a HIPAA
consent template?
Check out our
template library.

3. Sharing PHI in Comments, Messages,
or Group Discussions
Whether in public comments or private
messages, sharing protected health
information (PHI) in any form on social
media is a HIPAA violation. This includes
not just posts but also comments or group
chats where patient-specific details are
discussed. HIPAA still applies even if the
conversation seems private or is limited to
a smaller group.

4. Employees Posting Images or Case
Details Without Consent
All employees involved with a patient’s
care must be cautious about what they
share online. Posting images or details
about a case without the patient’s consent
can lead to significant violations, even
if the information is anonymized. Dental
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practices should remind staff to avoid
posting about any patient-related matters
unless there’s clear authorization in place.

Legal & Financial Consequences of
HIPAA Violations on Social Media

A single misstep on social media can

have devastating consequences for dental
practices, both legally and financially. The
repercussions of a HIPAA violation can go
far beyond fines—lasting damage to your
practice’s reputation and patient trust can be
just as costly. Here’s what you need to know:

1. Fines and Lawsuits Resulting from a
Single Post
HIPAA violations can result in significant
fines, with penalties ranging from $141 to
$2,134,831 per violation, depending on the
level of culpability. Civil monetary penalties
are enforced based on the severity of the
violation. Criminal penalties can be imposed
for intentional violations, leading to higher
fines and even potential imprisonment. The
Office for Civil Rights (OCR) within the U.S.
Department of Health and Human Services
(HHS) enforces these fines.

2. Reputation Damage and Patient Trust
Loss
Perhaps the most significant consequence
of a HIPAA violation on social media is the
damage to your reputation. Once a breach
occurs, patients may lose trust in your
practice’s ability to protect their sensitive
health information. Word-of-mouth,
especially on social media, can quickly
spread, leading to losing existing patients
and difficulty attracting new ones.

How to Use Social Media Without
Violating HIPAA

Social media can be a powerful tool for
dental practices—as long as it's used with
care. Knowing what'’s safe to post and how
to navigate patient-related content is key to
maintaining HIPAA compliance.

HIPAA-Compliant Social Media Strategies
for Dental Practices

What CAN you post safely? General dental
tips, oral health education, team highlights,
quick and fun videos, office tours, office
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updates, and promotional offers are all fair
game—as long as they don’t include any
patient-identifiable information.

Educational content vs. patient
stories: Stick to broad, educational

posts that don’t involve patient details
unless you have written HIPAA-compliant
authorization. For example, sharing advice
on how implants improve quality of life

is fine; sharing how a specific patient
achieved their results is not—unless you
have explicit permission.

Testimonials and before-and-after
photos: You can post these, but only after
obtaining proper written consent from the
patient. Make sure the consent clearly
outlines what will be shared, where, and

for how long. Avoid including any extra
identifiable information unless the patient has
approved it in writing.

The Right Way to Respond to Online
Reviews Without Breaking HIPAA
Responding to patient reviews is a great way
to show that you care, but replying incorrectly
can lead to costly HIPAA violations.

What NOT to say when replying to
patient feedback: Never confirm or
acknowledge someone is a patient—even

if they’ve identified themselves. Avoid
mentioning treatments, appointments, billing,
or any personal health details.

HIPAA-safe response template: “Thank
you for your feedback. We take patient
concerns seriously and encourage you to
contact our office directly so we can address
your experience.”

Yes, | understand this is less than
personable. | get it. But it's compliant, and it
protects your practice. This keeps the tone
professional while protecting patient privacy.

HIPAA Training for Social Media Use
Protecting patient data is a team effort.
Everyone in your practice—not just the
marketing or front desk staff—should be
trained in HIPAA-compliant communication.

How to set up HIPAA-compliant policies:

» Create clear social media guidelines and
include them in your employee handbook.
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¢ Qutline what is and isn’t allowed in posts,
comments, and private messages.

* Require all staff to sign a social media
policy agreement.

e Update training yearly or whenever HIPAA
regulations change.

Using Technology to Prevent Violations
on Social Media

While no social media management tool is
HIPAA-compliant or designed to handle PHI,
certain platforms can still support your dental
practice by helping reduce the chance of
accidental oversharing online.

Tools That Can Support Safer Social

Media Use:

* Sprout Social (sproutsocial.com)

— Offers team workflows that let
designated users approve content
before it goes live. You can set up
keyword monitoring for general health
terms or sensitive phrases that may
raise a red flag.

e Statusbrew (statusbrew.com) —
Provides moderation rules and
customizable post approvals across
platforms. Useful for managing multi-
user accounts with tighter control.

* Hootsuite (hootsuite.com) — Helps with
post scheduling and team oversight.
While it's not designed as a HIPAA
compliant tool, it can support internal
processes that reduce the chance of
publishing unvetted content.

These platforms are not designed for

HIPAA compliance and should never be
used to store or process PHI. Their role is

to help your team stay organized, apply
consistent content review steps, and reduce
preventable errors.

Smart practices to combine with these
tools:

¢ Implement a content approval workflow
for every post — even the “quick” ones.

* Assign posting access only to trained
staff, and when possible, have the
social media policy posted in a high
traffic area that your staff will regularly
see and be reminded.

Do HIPAA social media rules apply to
personal accounts or only business
accounts?

HIPAA rules apply to all accounts, whether
personal or professional. If a healthcare
employee shares PHI on their private
account without proper authorization, it's
still considered a violation. Just because
an account is “private,” the rules still apply.
All workforce members must follow HIPAA
guidelines, regardless of where they post.

* Conduct regular reviews of your
published content and comments.

* Keep your social media policy and
HIPAA training up to date and posted in
your office, and conduct regular HIPAA
trainings to remind your staff of the
importance of following these guidelines.

Technology can’t make your practice
HIPAA-compliant — but it can be part of a
proactive strategy to reduce risk, improve
communication, and protect your online
reputation.

Final Thoughts

Social media can support patient
engagement and boost your practice’s
visibility, but it can quickly become a
liability when HIPAA is overlooked. A
single post shared without the proper
safeguards can lead to fines, lawsuits, or
loss of patient trust.

The good news is that these risks are
avoidable. You can confidently maintain a
strong online presence without crossing
compliance lines with clear policies,
consistent staff training, and a firm
understanding of what’s permitted.
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